ol SOUTHWESTERN

MEDICAL CENTER

Robert Rubel, CPA, CIA, CISA Office of Internal Audit
Director

November 1, 2010

John Keel, CPA

Office of the State Auditor

206 East Ninth Street, Suite 1900
Austin, TX 78701

Dear Mr. Keel:

We have prepared this report on the activities of The University of Texas Southwestern Medical Center at
Dallas' Office of Internal Audit in compliance with the requirements established in the Texas Internal
Auditing Act {Texas Govemment Code, Section 2102). This report provides information on our FY 2010
and 2011 audit plans, audits completed and recommendations. Qur audit work for FY 2010 focused on key
externally requested and Institutional risk based areas- patient care, research, information technology,
compliance, core business processes, and other areas based on risk,

Our recommendations will help enhance the effectiveness of Medical Center operations by improving
inteal controls such as the refiability and integrity of financial information, safeguarding of assets,
compliance with applicable policies and procedures, economical and efficient use of resources, and
accomplishment of goals and objectives.

We appreciate the opportunity to participate in this process. For further information about the contents of
this report and/or to request copies of audit reports, please contact me at 214-648-6106.

Sincerely,

Kb LU

cc: Michael Sparks, Governor's Office of Budget and Planning
Ed Osner, Legislative Budget Board
Internal Audit Coordinator, State Auditor's Office
Ken Levine, Sunset Advisory Commission

5323 Harry Hines Blvd. / Dallas, Texas 75390-9017 / 214-648-6106 Fax 214-648-6145
www.utsouthwestern.edu
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|, Audit Plan for Fiscal Year 2010

UT System Requested/Externally Required Audits
FY2009 Financial Statement Audit - Financial 600
FY2009 Financial Statement Audit - IT 400
FY2009 Financial Statement Audit - Fraud 100
FY2010 Financial Statement Audit (Interim) 400
FY2010 Financial Statement Audit IT {Interim) 200
Presidential Housing, Travel and Entertainment Expenses 150
Time & Effort Reporting/American Recovery and Reinvestment Act (ARRA) 400
National Pediatric Infectious Disease Foundation AFR 100
Carryforward Audits 100

‘Ris One Audits
MSRDP Billing Operations 600
MSRDP Charge Entry 500
University Hospitals — Procurement and Contract Monitoring 600

Construction Pr_pjec_t Management

_Risk Based Tier Two Audits

University Hoépitéis - Simmons Comprehensive Cancer Center 500
Governance: Policies & Procedures 350
| Emergency Preparedness (non-priority) 400

Other 300
Carryforward Audits - - 200
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‘Compliance Audits
UT System Requested/Externally Required Audits

FY(9 SAO A-133 Federal Audit Assistance 50
FY09 SAO Statewide Financial Audit Assistance 200
UTS 155; Policies and Precedures Regarding Practice Plan Operations -

'MSRDP 500
UTS 155: Policies and Procedures Regarding Practice Plan Operations — FSP 200
School of Health Professions

Family Practice Residency Program Grants (THECB requirement) 150
Graduate Medical Education Grant (THEBC requirement) 200
Ethics-related objectives, programs and activities — [IA Standards 2110.A2 250

Ri ne A
University Hospitals — Quality Indicators 400
Risk Ba

SR SRR

Physician Billing Compliance

Clinical Trials Billing

300

Carryforward Audits

100

n gy

U&T System Requested/ExtemaHy Required Audits

Information Technology Governance Audit - 1A Standards 2110.A2

250

IT Exchange Program

100

Carryforward Audits

| '..J'EPIC Resolute Impléfhentatlon 600
PeopleSoft Implementation 800
University Hospitals — Sunquest MiSys Lab System Implementation 500

100
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0Je
UT System Requests 200

Special Requests - Audits 500

='FraucimPfr.ere'htlcm and Anaiy31§ | 500
Special Requests - Consulting 1000

Requests for Information/Assistance 200
Internal Audit Annual Report 60
Quality Assurance Review 300
Annual Audit Plan and Risk Assessment 300
Training Provided by 1A 150
Internal Audit Committee 400
Internal Projects 400
Reserve for other Special Requests/Investigations 1000

SRR 1o

Total Budgeted Hours

Explanation of Deviations from Fiscal Year 2010 Audit Plan

As documented in the Audit Committee meeting minutes, the following items contributed to the deviations
from the FY 2010 Audit Plan.

Financial Audits - All priority audits were completed for this section. Presidential Travel and
Entertainment Expenses was completed by the University of Texas System Audit Office.

Operational Audits - UT Sysfem Requested/Externally Required Audits - no audits scheduled.
Operational Audits - Risk Based Tier One Audits — All priority audits were completed for this section.

Operational Audits - Risk Based Tier Two Audits - All priority audits were completed for this section
including Emergency Preparedness which was a non-pricrity audit.

Operational Audits - Change in Management Audits - All priority audits were completed for this section.

Compliance Audits - UT System Requested/Externally Required Audits —All priority audits were
completed for this section.

Compliance Audits - Risk Based Tier One - All priority audits were completed for this section.

Compliance Audits - Risk Based Tier Two - Due to management turnover and implementation of
EpicResolute, Clinical Trials Billing was moved to the FY 2011 audit plan. All other pricrity audits were
completed for this section.
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Information Technology Audits - UT System Requested/Externally Required Audits- All pricrity audits
were completed for this section. IT Exchange Program was a consultative project with the University of
Texas at Dallas. No report was issued for this project.

Information Technology Audits - Risk Based Tier One — No audits for this section.

Information Technology Audits - Risk Based Tier Two - All priority audits were completed for this
section. PeopleSoft Implementation was a consultative project with Medical Center management. No
report was issued for this project.

Follow-up Audits - All planned follow-up audits were completed.

Projects - All planned projects were completed.
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V. Organizational Chart
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UT Southwestern Medical Center
Organization of the Office of Internal Audit

Rohert Rubal, CPA, CIA, CISA

Director

Effective 9/1/2010

Eva Narlen, CPA, CIA, CISA
Assislant Direclor

Scol S1. Marlin, CIA, CGAP

Manager

Andrea Claire, JD, MBA, ClA

Manager

John Sadler, CPA,
Supervisar

Jefliey Kramer, CPA, CISA,
MBA
Supenvisor

Sabrina Skeldon, JO

Sendar Audilor

Jana Marris, GIA
Supenvisor

Cynihia Nguyen, ClA
Internal Audilor Il

HMicholas Rae, MBA
Senfor Auditar

Damizn Jongs
Internal Auditor |

Jeil Malhaw
Infermal Auditar 1|

Diana Castillo
Inlemal Audilor |

Amanda Williams
Sr, Adminislraliva
Asgislani

14 slall
11 axltomn

UT Southwestern Medical Center's Internal Audit Department reports to the UT Southwestern Internal Audit
committee on a quarterly basis.
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VI. Report on Other Internal Audit Activities

Activity

impact

Performed reviews of complaints received
through Medical Center's EthicsLine.

Provides the Medical Center with investigation resources.

Conducfed facilitated risk assessment
workshops

Collaborates with Medical Center management to provide
an enterprise risk management process for the Medical
Center

Conducted training for Medical Center
employees on how to reconcile their
departmental accounts

Provides Medical Center employees with guidance on how
to reconcile their departmental accounts to minimize errors
and irregularities in the normal course of business
activities.

Fraud Analysis

Provides independent consultation and evaluation tools to
management for monitoring and detection of fraudulent
activities.

External Quality Assurance Reviews

Internal Audit Management participated in the following
external quality assurance reviews for-

e The University of Texas at Dallas

o The University of Texas Health Center at Tyler

PeopleSoft Implementation

Provides independent consultation and guidance of
internal controls for process flows within PeopleSoft
applications implementation.

Business Resumption and Disaster
Recovery Planning

Provides independent consultation and guidance to help
Medical Center address Emergency preparedness and
Business Continuity risks.

Security and Confidentiality Committee for
HIPAA implementation

Provides consultation and guidance in the development of
standards and procedures for the security of patient
information per HIPAA guidelines for each institution.

Billing Oversight Committee

Addresses contemporary billing issues, e.g., AR statistics,
collection reports, Medicaid issues, and management
initiatives such as fee schedule analysis.

Coordination of External Audits

Provides operational support to the State Auditor's Office
A-133 audit and Statewide Audit and financial audit
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